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• Privacy Culture & Perceptions in India

• Privacy perceptions- Changing landscape

• How regulators are responding?

• How industry is responding?

• Outsourcing to Offshore- risk to Privacy?

• India- Data Protection & Privacy Legal Model

• DSCI as a SRO for Data Protection

• Privacy landscape

• Use of biometrics

Topic of discussion



Privacy Culture in India

Low IDV (Individualism Index) 
ranking

Joint family structure

Collectivist, Hierarchical, 
Relationship oriented

Collectivist societies have more trust and faith in other people than individuals in 
individualist societies.. 

..... Hofstede, Cultural and Organizations -

Less awareness about privacy among Indians

No sophisticated understanding of privacy

Relate privacy to personal space- privacy 
to physical, home and living space

Less concern about computerization of data

Less awareness to identity theft

Concept of \Big Brother.“- unaware
of the government tracking them.

Broadband penetration still at 2 %

Less frequent use of credit cards and many 
retail shops do not yet computerize any data

Indian Culture & Society



While 61% of the respondents in the US related privacy to some form of control of 
information only 14% of the subjects in India related privacy to these concepts.

79% of the subjects in the US were concerned about keeping computerized information 
secure, while the concern level was 21% among Indian subjects.

Scenarios India US

To use computer records and other methods to 
determine shop- ping habits

13 % 43 %

To determine reading habits 19 % 40 %

To connect to peoples' cell phones or computers 
and send them customized advertisements

18 % 56 %

Indian companies tend not to provide opt-in and opt-out options to customers.

Privacy Perceptions in India and the United States: An Interview 
Study conducted by Carnegie Mellon University, 2005

Privacy Perceptions in India 

48% of the respondents in India related privacy to physical, home and living space, but 
only 18% of the subjects in the US related privacy to these concepts.

Knowledge of and Need for Privacy Laws

Reference



Fast climbing individualism ladder

New emerging segment – 25-35 years

Transformation from Joint to Nuclear family 
structure

Emergence of personalize services

Quantum jump in the use of technological 
solutions for delivery of financial services

Phenomenal increase in the number of credit 
cards issued by the banks  

Privacy Perceptions in India- Changing Landscape

Increasing e-Commerce applications & emergence 
of m-Commerce

Huge investment in the e-Governance projects

Travel, Airline & Hospitality industry goes online

Adoption of Web 2.0 services, social networking

Expansion of telecom & mobile connectivity 

Annoyance over telemarketing calls and messages

Increased awareness of personal information being collected

Rising concerns over computer and internet security 

Increased exposure of IT/ITES industry to global data protection regulations

Media coverage of national & international data breaches 

Leading to issues like



• Do Not Call Registry

• the LICENSEE condition to take necessary steps to safeguard the 

privacy and confidentiality of any information about a 
third party & its business to whom it provides the SERVICE

Ethical Guidelines for Biomedical 
Research

By Indian Council of Medical 
Research, 2000

• Identity & records of the human subjects of the research or experiment 

are as far as possible kept confidential; 
• No details about identity of said human subjects are disclosed without 

valid scientific and legal reasons, without the specific consent in 
writing of the human subject concerned, 

The Telecom Unsolicited 
Commercial Communication 
(UCC) Regulations, 2007,

By TRAI

How Compliance Authorities are responding? 

• Banks/NBFCs/ their agents should not resort to invasion of privacy viz.,  
reveal any information relating to customers to any other person or 

organization without obtaining their specific consent 

• regards the purpose/s for which the information will be used and 
the organizations with whom the information will be shared.

• Banks/NBFCs would be solely responsible for the correctness of 
information, In case of providing information relating to credit history / 

repayment, the bank/NBFC may explicitly bring to the notice of the 
customer. 

• the staff, of both the banks and their DSA/DMAs should be properly
• briefed and trained privacy of customer information

Reserve Bank of India, Master 
Circular, July 2007



How Industry is responding? 



How Industry is responding? 



Outsourcing Benefits

Business flexibility & competitiveness 

Increase output, reduced Cost

Efficient operations

Bridge skill gap

Benchmarked/ best practices

Lower consumer price

Superior service & technology

Data Security Risk

Data moving out of trusted confines

Uncertain loyalty to data & Customer

Expanding compliance regime

Increasing exposure points

Brand & reputational at stake

Legal protection disparities

Customer Privacy concerns

•Protecting corporate information is difficult enough in your own environment; outsourced and offshore
information exchange requires even greater scrutiny from both a technological and cultural perspective

... Security And Privacy Essentials For IT Outsourcing Deals, Forrester, May 08

• Strong cultural differences and perceptions around security, privacy and IP protection are probably the most

difficult and insidious issues faced by global outsourcing environment.. Gartner, 2007

Outsourcing to offshore- risk to privacy?
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Transborder Data Flow- What and how

• Personally identifiable Information

• Personal financial information

• Business strategy documents, board presentations, 
MoMs etc

• Business plan, marketing plan, proposals, RFPs, 
presentations etc

• IPR data

• Credit Card Numbers and its authorization information

• Critical design, images, and diagrams

• Application design, product design

• Databases, data files, spreadsheets, 

• Project plans, project reports etc

• Source code, librairies and reusable components etc.

• Financial information- payroll, receipts and expenditure, 
transaction logs and reports

• Knowledge assets, research and market analysis reports

• Media files

Access to application hosted at client 
side

Application hosting at outsource 
service provider

Access to underlying systems and 
servers

Direct sharing of the data for 
processing

Access to development, test and 
production systems

Test data sharing

Outbound/ inbound calls to/ from 
client and client customers

Access to collaboration tools-
SharePoint, mails



Transborder Data Flow- Security Concerns

VOIP threats

Compromised Credit Card details

Hack into servers Credential stealing

Network Sniffing

Network Penetration

Malware propagation

Man-in-middle attack

Social Engineering

Trojan infection

Unauthorized access

WLAN- Compromise

Call Center data theft

Corporate data loss

Personal Information Leak

Botnets

Storage Leakage Database worms



Complex regime of Data Protection Legislations…US
Computers & Communications
• Computer Fraud and Abuse Act of 

1986 (CFAA)
• The Electronic Communications 

Privacy Act (1986) 
• Telephone Consumer Protection 

Act of 1991
• Communications Opportunity, 

Promotion and Enhancement Bill –
2006 COPE

• Telecommunications Act of 2005
• Wireless Communications and 

Public Safety Act (1999)
• Cable Communications Policy Act of 

1984
• Cyber Security Enhancement Act of 

2002
• Cyber Security Act 2009
• U.S. Safe Web Act

Financial Information
• Gramm-Leach-Bliley Act (1999) 

• Fair Credit Reporting Act (1970) 

• Fair and Accurate Credit 
Transactions Act (2003) 

• Right to Financial Privacy Act 
(1978) 

• Federal Trade Commission Act

• Taxpayer Browsing Protection Act 
(1997) 

• Electronic Funds Privacy Act (EFTA)

Children's Privacy
• Children's Online Privacy 

Protection Act – 1998 (COPPA)
• Children's Internet Protection Act 

of 2001 (CIPA)
• Children's Online Protection Act of 

1998 (COPA)

Health / Medical Records
• Health Insurance Portability and 

Accountability Act of 1996 
(HIPAA)

• 21 C.F.R

Privacy of Government 
Collections
• Census Confidentiality Statute of 

1954  
• Freedom of Information Act  -

1966 (FOIA)
• Privacy Act of 1974
• Computer Security Act of 1987 
• Homeland Security Act 2002
• US Patriot Act 2001
• E-government Act of 2002 
• Federal Information Security 

Management Act of 2002 (FISMA)

Miscellaneous Records and 
Activities
• Administrative Procedure Act
• Family Education Rights and 

Privacy Act (1974)
• Privacy Protection Act of 1980
• Video Privacy Protection Act of 

1988
• Employee Polygraph Protection 

Act of 1988 
• Driver's Privacy Protection Act of 

1994
• Controlling the Assault of Non-

Solicited Pornography and 
Marketing Act of 2003

• Do-Not-Call Implementation Act of 
2003

• Americans with Disabilities Act 
(ADA)

• Consumer Credit Reporting 
Reform Act of 1996 (CCRRA)13



No data protection & 
privacy legal model

No Constitutional 
guarantees

No special 
legislation

No supportive 
legislation

A Spiral of Myths   

Data Protection & Privacy Model

Fundamental Rights (Art.21)
Supportive Legislation(s)
• The Indian Penal Code, 1860
• The Indian Telegraph Act, 1885 
• The Indian Contract Act, 1872
• The Specific Relief Act, 1963
• The Public Financial Institutions Act, 1983
• The Consumer Protection Act, 1986
• Credit Information Companies (Regulation) 

Act, 2005

Special Legislation(s)
• The Information Technology Act, 2000
• The Information Technology (Amendment) Act, 

2008

International Conventions
• International Covenant on Civil and Political 

Rights, 1966
• Universal Declaration of Human Rights, 1948

No Conformity with 
OECD, EC, APEC etc

India- Data Protection & Privacy Legal Model

Ref: Vakul Sharma, Advocate, Supreme Court



Data Protection: Sections 43A and 72A

• New Section 43A: Data protection has now been made 
more explicit through insertion of a new clause 43A that 
provides for compensation to an aggrieved person whose 
personal data including sensitive personal data may be 
compromised by a company, during the time it was under 
processing with the company, for failure to protect such 
data whether because of negligence in implementing or 
maintaining  reasonable security practices.  

• Penalty for breach of confidentiality and privacy: 

Under section 72A punishment for disclosure of information 
in breach of a lawful contract is prescribed. Any person 
including an intermediary who has access to any material 
containing personal information about another person, as 
part of a lawful contract, discloses it without the consent of 
the subject person will constitute a breach and attract 
punishment with imprisonment of of up to three years 
and/or a fine of five lakh rupees. This will bring those 
responsible for breaching data confidentiality, under lawful 
contracts, to justice, and also act as a deterrent. 
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Improvement to include 
“stealing of computer source 
code”

Data Protection- explicit new 
clause 43 A

“Compensation to an aggrieved 
person” whose personal data 
including “sensitive personal 
data” may be compromised by a 
company

Compromised because of 
“negligence in implementing or 
maintaining  reasonable 
security practices”

“Disclosure  without the 
consent“ of the subject person 
“will constitute a breach



Privacy Principles IT Act, 2000 and IT Act (Amendment) 2008

Definitions: ‘Personal information’, ‘ Legal definition of ‘Personal information’ under
section 43A.

Collection Limitation Principle: advocates 
limits to the collection of personal data; any such 
data collected should be obtained by lawful means 
and with the consent of the data subject, 

Section 43A defines “sensitive personal data or information”
Further section 72 A refers to punishment for disclosure of
information in breach of lawful contract. Also, section 7 of the
Act does refer to lawful retention of electronic records.

Purpose Specification Principle: The 
purposes for which personal data are collected 
should be specified at the time of data collection 
and limit the use for those purposes only

section 43 A, 72 A Electronic Records] equivalent to purpose
specification principle.

Use Limitation Principle: Personal data should 
not be disclosed, made available or otherwise used 
for other purposes except: (a) with the consent of 
the data subject; or b) by the authority of law. 

Section 72 of the IT Act provides protection to personal data,
albeit its scope is limited. Further under section 72 A disclosure
of personal data is an offence,

Security Safeguards Principle: Personal 
data should be protected by reasonable security 
safeguards against such risks as loss or 
unauthorised access, destruction, use, modification 
or disclosure of data.  

The IT Act has defined “secure system” which (i) is reasonably
secure from unauthorized access and misuse; (ii) provides a
reasonable level of reliability and correct operations; (iii) (iv)
adheres to generally accepted security procedures.

Section 43 A [reasonable security practices & procedures]

India- Data Protection & Privacy Legal Model



Indian IT/ ITES- Maturing security practices & ensuring 
industry initiative 

Secure Offshore Delivery Center (ODC) Assurance mechanisms

Security Forum 
& Organization

Risk Mgmt 
framework

Asset, Change, 
Config Mgmt

Security 
Awareness

Monitoring  & 
testing , Audit

Security 
Authorization

Endpoint Security

Network Security

ISO 270001

Channel Security

Internet/ Email 
restrictions

System Security

Content Filtering
Integrated  Security -
Physical & logical

Control at entry, 
interior

Physical access 
restrictions

Environmental 
Security

Surveillance Cameras

BCP and DRP

Background check

Activity Monitoring

Asset on boarding 
process 

Data Security Strong 
Authentication  

Secure access to 
client system

Intrusion Detection 
& Prevention

Secure Perimeter 

Incident ManagementSe
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Establishment of rules & 
standards

Promote ethics, quality & 
best practices

Focus on Data Security and 
Privacy

Legal & 
Regulatory 

Requirements

ISO 27001HIPAA, GLBA

SOX, PCI

Privacy 
Regulations

Data 
Protection 
Authorities

EU 
Directive

Self-Regulation

Adoption of best global 
practices

Independent Oversight

Enforcement Mechanism

Indian context & 
customized approach

Expanding compliance regime

Ensuring data protection

Data Security Council of India (DSCI)
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DSCI as a SRO for Data Protection
DSCI SRO Framework

1 

2 

3 

4 



Constitutional Guarantee

Special regulation- IT Act, IT Act 
(Amendment)

Supporting regulations

Conformity with international 
regulations

Legal Model

DNCR, License condition- TRAI, 
DOT

Biomedical- ethical guidelines

RBI Master circular

Regulatory bodies

Data security & privacy 
initiatives

Implementation of Assurance 
mechanisms

Outsourcing Industry

Self Regulatory Organization for 
data protection

Awareness, Best practices, 
enforcement & dispute 
resolution

Data Security Council of India

Privacy policy & processes

Privacy techniques & 
technology

Industry Initiative

Customer consent,  data 
correctness & notice 

Privacy Landscape in India

Increased customer awareness

Rising concerns over the 
personal data being gathered

Privacy Landscape

Biomedical- ethical guidelines



Biometric Passports in India by 2010

Biometric PAN card using iris scan 

Plan of use of Biometric card for beneficiaries 
of NREG, SSP

Integrated Prisons Management Systems

Health Management Information Systems 
[HMIS]

E-Governace Roadmap- $ 6 Billion investment

Use of Biometrics

Total projects- 26 mission mode + 6 support

Use of Biometrics

Private 
Organizations

Data Center Access

Ecommerce transactions

Critical system access

Ethics standards for biometric use by 
NISG (National Institute of Smart 
Governance)

Incorporate biometric data as a 
personal information – rules for IT Act 
(Amendment) 2008

Awareness campaign for users, vendors, 
organizations and policy makers

Promotion of Biometrics ethics



Thank you

21


	Slide Number 1
	Privacy vis-à-vis Security: Privacy & data protection in India
	Topic of discussion
	Privacy Culture in India
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Data Protection & Privacy Model
	Data Protection: Sections 43A and 72A
	Slide Number 16
	Indian IT/ ITES- Maturing security practices & ensuring industry initiative 
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21

