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Why is óPrivacyô on the 
APEC agenda?



ÅComplex business transactions makes privacy 
compliance more difficult

ÅAPEC a very diverse region

ÅMany laws, many regulators
ïHard for anybody to see the whole 

ÅWe need to act now
ïcan we wait for extensive law change?

ÅEffective resolution of complaints
ïCost to business; cost to consumer

Overview of APEC & its work on privacy

The problem:



The objective:

ÅñPrivacy is local; processing is globalò

ÅHow to keep the original privacy 
promise comprising:

ïOriginal economy law

ïCompany privacy policy and other 
undertakings

ïConsumer choices

ÅIn short:  eliminate additional ñcountry 
riskò for the individual

http://www.iispartners.com/


Asia Pacific privacy law ïsummary  position

Omnibus or sector law 

USA *

Canada *

Japan

Korea *

Hong Kong *

Australia *

New Zealand *

Taiwan

Russia

* With enforcement

Minimal privacy law

China #

Singapore #

Malaysia #

Thailand #

Mexico #

Chile

India

Indonesia

others 

# Law under consideration

APEC 
Privacy 
Principles

http://www.ftc.gov/
http://www.privcom.gc.ca/
http://www.kisa.or.kr/kisae/privacy/jsp/privacy.jsp
http://www.pcpd.org.hk/
http://www.privacy.gov.au/
http://www.privacy.org.nz/
http://www.apec.org/apec/news___media/2005_media_releases/161105_kor_minsapproveapecprivacyframewrk.html
http://www.apec.org/apec/news___media/2005_media_releases/161105_kor_minsapproveapecprivacyframewrk.html
http://www.apec.org/apec/news___media/2005_media_releases/161105_kor_minsapproveapecprivacyframewrk.html


The APEC 
Privacy Framework



Nine APEC privacy principles
1. Preventing Harm ïprivacy protections should focus on 

preventing harm and misuse

2. Notice ïclear & easily accessible (cf EU Dir Art 10, 11)

3. Collection Limitation ïcollect whatôs relevant in a lawful & 
fair manner after notice or consent (cf EU Dir Art 6)

4. Uses of Personal Information ïfor expected and 
compatible purposes, with consent, or where necessary 
(cf EU Dir Art 7)

5. Choice ïwhere appropriate, provide clear, accessible 
mechanism to exercise choice (cf EU Dir Art 8, 14)

http://www.apec.org/apec/news___media/2005_media_releases/161105_kor_minsapproveapecprivacyframewrk.MedialibDownload.v1.html?url=/etc/medialib/apec_media_library/downloads/taskforce/ecsg/pubs/2005.Par.0001.File.v1.1


Nine APEC privacy principles
6. Integrity ïpersonal information should appropriately 

accurate, complete and up-to-date (cf EU Dir Art 6)

7. Security ïappropriate safeguards to protect against 
unauthorized access, use, modification or disclosure 
(cf EU Dir Arts 16, 17)

8. Access & Correction ïimportant (but not absolute) rights 
(cf EU Dir Art 12)

9. Accountability ïcontrollers are accountable for 
compliance with all Principles and must use reasonable 
steps to ensure that recipients of personal information 
also comply

http://www.apec.org/apec/news___media/2005_media_releases/161105_kor_minsapproveapecprivacyframewrk.MedialibDownload.v1.html?url=/etc/medialib/apec_media_library/downloads/taskforce/ecsg/pubs/2005.Par.0001.File.v1.1


The APEC Insight



APEC Privacy Framework & 
EU Data Protection Directive 95/46/EC

Similarities

ÅEU Privacy Principles generally map into APEC Privacy 
Principles although: 

ïsensitive information not called out so specifically as 
EU Dir Art 8

ïright to object to processing not spelt out cf EU Dir Art 14

ïprotection against óautomated decisionsô EU Dir Art 15

ÅSignificant variations in transposition into national laws

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:EN:HTML


APEC Privacy Framework & 
EU Data Protection Directive 95/46/EC

Differences

ÅEnforcement frameworks and approaches ïprocess or 
outcomes?

ÅTransborder data flows

ÅThe APEC insight...

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:EN:HTML


Insight in Principles 1 & 9

Principle 1

ïProportionality: focus effort 
on where harm greatest

Principle 9

ïóAccountability follows 
the dataô

http://www.iispartners.com/


Implementation



International

Part B:

ñ44.Member Economies should  é  
facilitate cross-border cooperation 
in the enforcement of privacy laws

ñ46.Member Economies will endeavor 
to support the development and 
recognition or acceptance of 
organizationsô cross-border privacy 
rules across the APEC region é 
that é adhere to the APEC Privacy 
Principles.ò

http://www.iispartners.com/

