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Something about myself 

•  Head of department in Ambient Intelligence 

•  Director of the European Biometrics Forum 

•  Expert on Biometric and StandardizaFon for EC 

•  BioVision: Future of Biometrics through to 2010 
(Roadmap) 

•  BioSecure: BioSecure Research Agenda 2007 
•  COST AcFon: Biometrics and IdenFty 
Management 



Trends 

•  Future Internet (web.3) and the internet of 
things 

•  Nanoscale integraFon, new materials 
(embedded systems) 

•  Driven by societal challenges (energy, 
environment, social) 

•  Security 
•  IdenFty Mangement 



Drivers for prioriFes 

•  Scalability, adaptability, learning (ambient) 
•  FuncFonality & performance at lower costs 

•  Reliability & Security 
•  New domains: lifestyle, care, transport, 
culture and learning, energy & environment 

•  Aspects: Bringing the user in the loop 
(empowerment), standardizaFon, socio‐
economic dimension 



Security calls 

•  Trends: Biometrics as part of security: 
integrated approach 
– PrevenFon & ProtecFon (terrorists aWacks) 
– Forensics 
– ProtecFon of infrastructures (sea, air, land) 
–  InformaFon Security 

•  security call2 
•  Call Text 



The BioSecure Research Agenda 

•  Ben Schouten, Massimo Tistarelli , Carmen Garcia‐Mateo , MarFn Meints. 

Overview of Research Topics in Biometrics and Iden7ty Management; Lecture 
Notes in Computer Science, Springer Verlag 2008, to appear. 



Trends in Technology 









MoFvaFon 
•  Acceptance of Biometrics depends on: 

– Robustness 
– Privacy 
– User Convenience 



MoFvaFon (2) 
•  Different objecFves between user and end‐
user 

•  Suppose: the case of a doctor and paFent, 
generally they share the same objecFve. 

•  In biometrics objecFves of end user and user 
might be different. 

•  QuesFon: Which tools and technologies are 
available to balance the difference 



What is User Empowerment 
•  Enabling the end users 

–  to set up and/or tailor ICT solutions according 
to their own requirements.  

– essential in biometrics for the acceptance and 
widespread use of biometrical applications. 



Acceptance of Biometrics depends on 
1.  Usefulness (What does it offer me) which depends on: 

  FuncFonality 
  Willingness of the user for new technologies 
  Personal Freedom 

2.  Ease of use influenced among others by 
  Usability 
  Interoperability  

3.  Trust in the service provider (User) influenced among others by 
  Availability and quality of the service 
  ReputaFon of the service provider 
  Perceived fairness and proporFonality 
  Non‐intrusiveness of the service, privacy preservaFon and data security 
  Perceived control over devices, services and personal data 

  Based on Meints (2007): Social acceptance of RFID 



Three kinds of Control 
•  Informa(on Control. To be informed “where it 
is used for and what happens” (compare fear 
for surgery) 

•  Behavioral Control. That the user can 
influence the system 

•  Decision Control. The user has different 
opFons to choose 



Decision Control in Biometrics 
•  Requirements: 
•  Biometric idenFfier can be used mulFple 
Fmes to release (relevant) part of data 

•  Should it be possible to release the bond 
between biometrics data and idenFty data 

•  Different biometrics to choose for the end 
user 

•  Revocability of data  



Enabling technologies 
•  Technology for “biometric expiraFon 
date” (afer which biometrics can not be used 
anymore) or cancelable biometrics (e.g. 
BioHashing) 

•  Possibility for end user to check correctness of 
data 

•  Biometrics and PKI; encrypFon (Philips) 

•  CerFficaFon for trust 



Conclusions 
•  Need for technologies for “balancing” the 
relaFonship of ciFzens versus authority (Trust) 

•  Publics awareness to counter aWack “black 
box” thinking 

•  Allowing the user to have more control over 
the data. 

•  Standards and best pracFces. Legal structures 



Thank you for your aWenFon 

•  QuesFons: ben.schouten@fontys.nl 


